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BSI Articles

Name Content Areas

Use Authentication Mechanisms, Where knowledge/guidelines
Appropriate, Correctly

Ensure that the Bounds of No Memory Region Are | knowledge/guidelines

Violated
Ensure that Input |'s Properly Canonicalized knowledge/guidelines
Follow the Rules Regarding Concurrency knowledge/guidelines
Management
Fithen, William L. 1

ID: 320 | Version: 4 | Date: 18/03/06 09:54:23



Design Configuration Subsystems Correctly and
Distribute Safe Default Configurations

knowledge/guidelines

Clear Discarded Storage that Contained Secrets
and Do Not Read Uninitialized Storage

knowledge/guidelines

Carefully Study Other Systems Before
Incorporating Them into Y our System

knowledge/guidelines

If Emulation of Another System Is Necessary,
Ensure that It Is as Correct and Complete as
Possible

knowledge/guidelines

Be Suspicious about Trusting Unauthenticated
External Representation of Internal Data
Structures

knowledge/guidelines

Do Not Use the "%n" Format String Specifier

knowledge/guidelines

Treat the Entire Inherited Process Context as
Unvalidated Input

knowledge/guidelines

Never Use Unvalidated Input as Part of a Directive
to any Internal Component

knowledge/guidelines

Do Not Perform Arithmetic with Unvalidated
Input

knowledge/guidelines

Assume that Human Behavior Will Introduce
Vulnerabilitiesinto Y our System

knowledge/guidelines

Guidelines Overview

knowledge/guidelines

Handle All Errors Safely

knowledge/guidelines

Fields

Name

Value

Is A Featured Contributor false

Fithen, William L.
ID: 320 | Version: 4 | Date: 18/03/06 09:54:23




